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C Dynamic Memory Allocation

Reading: Pointers on C, Chapters 11 (Dynamic Memory) and 12 (Linked Lists)

Memory Allocation Basics:

¥ Allocated storage is memory whose lifetime is under the control of the programmer.

¥ Compare with static storage (used with globally defined variables).

¥ Compare with automatic storage (used with variables defined within a function).

¥ When allocated memory is no longer needed, it is released by calling a library routine.

¥ malloc()  is used to request a block of allocated storage, also called “(dynamically) allocated memory”.

¥ Benefit: Program can request a specific amount of memory and retain that memory exactly as long as needed.

¥ The prototype for malloc()  is found (directly or indirectly) in stdlib.h (which is located where?)

void *malloc( size_t size );

¥ size_t  is used instead of int  to allow for larger sizes than an int might  contain.

¥ For our purposes, int  is fine (and will be used in the rest of these slides).

¥ What is void *  ?

¥ A pointer type that can be assigned to any pointer type.
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Memory Allocation Basics (continued):

¥ Here is code that requests a block of allocated memory that is large enough for 100 int  values:

int *int_ptr;
int_ptr = malloc( 100 * sizeof(int) );  // no cast required!
if ( int_ptr == NULL ) {
   fprintf(stderr, "main: malloc of space for int_ptr failed\n");
   exit(1);
}

¥ The block of allocated memory can be treated like an array by subscripting int_ptr :

int i;
for ( i = 0; i < 100; i++)
   int_ptr[i] = i * 2;

¥ Can also do this as:

int i;
for ( i = 0; i < 100; i++)
   *(int_ptr + i) = i * 2;

¥ There no checks to detect usage of memory outside the bounds of an allocated block.  The following lines will 

execute, but will likely cause a problem at some later point in the code:

int_ptr[-1] = 100;         int_ptr[100] = 200;

*(int_ptr - 1) = 100;      *(int_ptr + 100) = 200;
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What is wrong with this?
   int i, *int_ptr;
   int_ptr = malloc( sizeof (int_ptr) );
   if ( int_ptr == NULL ) {
      fprintf(stderr, "malloc of int_ptr failed\n");
      exit(1);
   }
   for ( i = 0; i < sizeof(int_ptr); i++ )
      int_ptr[i] = i * 3;

Why is a cast not required?
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Memory Allocation Basics (continued):

¥ Functions often return a pointer to storage that has been allocated within the function:
char *
replicate(int num, char ch)
{
   char *buf_ptr;
   char *ptr;
   buf_ptr = malloc( (num + 1) * sizeof(char) );
   if (buf_ptr == NULL ) {
      fprintf(stderr, "...");
      exit(1);
   }
   ptr = buf_ptr;
   while ( num-- )
      *ptr++ = ch;
   *ptr = '\0';
   return buf_ptr;
} /* replicate */

¥ Usage:

char *As = replicate(5, 'A');
char *dots = replicate(3, '.');
printf("%s%s%s\n", As, dots, As);

¥ Prints:    AAAAA...AAAAA

¥ See replicate1.c in the Cexamples directory.
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Note the malloc  call:

   The +1 is needed to allow for the terminating nul  character

         at the end of the string.

   By definition, sizeof(char)  is 1, but using sizeof  introduces

         a type into the result that improves portability.
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Memory Allocation Basics (continued):

¥ Java supports garbage collection: the automatic (and hidden) process of collecting allocated memory that is no 

longer in use and making it available for later use.

¥ This will run forever in Java:

for (;;) {
   int a[] = new int[100];
   for (int i = 0; i < 100; i++)
      a[i] = i * 3;
   }

¥ In C, allocated memory must be explicitly released via the free()  function.

¥ This will run forever in C:

int i, *ptr;

for (;;) {
   ptr = malloc(100 * sizeof(int) );
   if ( ptr == NULL ) {
      fprintf(stderr, "...");
      exit(1);
   }
   for (i = 0; i < 100; i++)
      ptr[i] = i * 3;
   free(ptr);
}
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If the call to free()  is removed, the C program will 

exhaust memory. The if  statement asking if ptr  is NULL 

will become true!

Note: The C code will execute faster than the Java code!

(And, not just because Java has to run on top of the JVM.)
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Memory Allocation Basics (continued):

¥ At first glance, it seems simple:

¥ If memory is allocated, it must be freed.

¥ However, there are several facets to consider:

¥ If memory is allocated it must be freed.

¥ Do not use memory after it is freed.

¥ Corollary: Do not free memory that will be used later.

¥ Do not free a block of memory more than once.

¥ Do not free memory that was not allocated.

¥ And of course:

¥ Do not use memory outside the bounds of an allocated block.

¥ A sad fact:

¥ It is very difÞcult to avoid memory management errors in large C projects.
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Memory Allocation Basics (continued):

¥ Common type of memory management error: memory leak.

¥ Occurs when memory is no longer needed but is not freed.

¥ Here is an obvious memory leak:

int *int_ptr;
for (;;) {
   int_ptr = malloc(100 * sizeof(int) );
   if ( int_ptr == NULL ) {
      fprintf(stderr, "...");
      exit(1);
   }
}

¥ Here is a less obvious leak:

   for ( i = 1; i <= 20; i++)
      printf("%s\n", replicate(i, 'A') );

¥ How could this be fixed?
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Memory Allocation Basics (continued):

¥ As a rule, the bigger and/or more frequent the leak, the easier it is to find.

¥ A memory leak should never directly cause a program malfunction.

¥ But, a malfunction will often result if memory is exhausted.

¥ Here's a coding practice that works in some cases:

¥ When you write a call to malloc() , immediately write the corresponding call to free() .

¥ When a function returns a pointer to allocated memory, the usual practice is to put the pointer returned into a 

variable, use the memory, then free it using the pointer:

for ( i = 1; i < 20; i++ ) {
   char *ch_ptr;
   ch_ptr = replicate(i, 'A');
   printf("%s\n", ch_ptr);
   free(ch_ptr);
}

¥ A common error is to free the memory, then use it:

for ( i = 1; i < 20; i++ ) {
   char *ch_ptr;
   ch_ptr = replicate(i, 'A');
   free(ch_ptr);
   printf("%s\n", ch_ptr);
}
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This is called “used after freed”.

This will run on many systems (lectura, for example).

      What does it print?  (see  replicate2.c)
This happens when free()  does not change the contents of

      the memory being freed.

The standard for C does not guarantee this behavior.

      Thus, it is certain it will fail on some systems.
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Memory Allocation Basics (continued):

¥ Another common memory management error:

¥ Free a block of memory twice, typically due to confusion over which function is responsible for 

deallocation:

void f()
{
   char *ch_ptr = replicate(10, ÔxÕ);
   g(ch_ptr);
   free(ch_ptr);
} /* f */

void g(char *ptr_ch)
{
   printf(Òf(%s)\nÓ, ptr_ch);
   free(ptr_ch);
} /* g */

¥ Known as: “double free” or “multiple free”.

¥ This will run on Solaris 8. It runs on Fedora and OS X, but halts on the second free..

¥ The “fix” can lead to a leak: The authors of both functions remove the free() .
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Linked List Implementation :

¥ Assume the following generic struct  for the linked list:

struct element_struct {
   /* put here whatever fields are needed for the element */
};
struct node_struct {
   struct element_struct element;
   struct node_struct *next_ptr;
};

¥ Create an empty list that contains one node:

struct node_struct *l_ptr;
l_ptr = (struct node_struct *) malloc ( sizeof( struct node_struct) );
if ( l_ptr == NULL ) {
   fprintf(stderr, ...)
}
l_ptr->next_ptr = NULL;

¥ The element field of l_ptr  can be left alone, or you can put appropriate “empty” values in.

¥ Having this “empty” element at the end of the list avoids several special case situations.

¥ At the (hopefully small) memory cost of an extra node.
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l_ptr
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Linked List Implementation (continued):

¥ The idea is to support insert  and delete  without having to actually shift elements (as is necessary in an array).

¥ Finding something in the linked list:
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Notes:

   Takes advantage of short-circuit evaluation.

   Replace with the correct comparison for element_struct .

      Might be a function call, i.e., strcmp .

l_ptr

struct node_struct *
find( struct element_struct x, struct node_struct *l_ptr )
{
   struct node_struct *current_ptr;
   current_ptr = l_ptr;
   while ( current_ptr->next_ptr != NULL && 
           current_ptr->element != x )
      current_ptr = current_ptr->next_ptr;
   return current_ptr;
} /* find */

current_ptr
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Linked List Implementation (continued):

¥ Assume we want to insert a new element in the list, and that the list is ordered.

¥ The find  function on the previous page will return a pointer that is after the desired location.
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5 7 7 9

8

find returns

13 ?

7 9

8

if want to insert as:

requires a prev pointer!

current_ptr

13 ?
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Linked List Implementation (continued):

¥ The technique: “insert after”.

¥ Does not require a pointer to the previous element.
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7 9 13

current_ptr

tmp_ptr 9
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struct node_struct *tmp_ptr;
/* allocate space for the new node */
tmp_ptr = ...

tmp_ptr->element = current_ptr->element;
tmp_ptr->next_ptr = current_ptr->next_ptr;

current_ptr->element = x; /* put new item in current_ptrÕs element */
current_ptr->next_ptr = tmp_ptr;

Check the special cases:

   Does this work if the new element goes at

         the front of the list?

   Does this work if the new element goes

         after the end of the list?
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Linked List Implementation (continued):

¥ How to delete an element.

¥ Basic idea:

¥ But, a find  function will return a pointer to the element being deleted.

¥ The above picture implies that we need a pointer to the previous element as well.
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delete

l
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Linked List Implementation (continued):

¥ How to delete an element; the technique that is analogous to adding an element.

¥ current_ptr  is the element we want to delete (perhaps after a call to find).

¥ tmp_ptr  is the element that comes after the element to be deleted.
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14 19 21 27

current_ptr tmp_ptr

14 19 21 27

current_ptr tmp_ptr
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struct element_struct *tmp_ptr;

tmp_ptr = current_ptr->next_ptr;

current_ptr->element = tmp_ptr->element;
current_ptr->next_ptr = tmp_ptr->node_ptr;

free(tmp_ptr); /* Do NOT forget this! */

Check the special cases:

   Does this work if the element to delete is

         at the front of the list?

   Does this work if the element to delete is

         the last element?
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List of lists:

¥ A linked-list can have contents that, in part, consist of other linked lists:

¥ Each list can end with an empty node (as per previous discussion).

¥ Can also have each list start with an empty header node.

¥ Structures used to create each type of node can be (and often are) different.
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list
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¥ Documentation:

gdb Home Page: http://www.gnu.org/software/gdb/documentation/

gdb html documentation can be downloaded at: http://sources.redhat.com/gdb/current/onlinedocs/

gdb html documentation available on the class web site: http://www.cs.arizona.edu/classes/cs352/spring06/

¥ gdb == GNU Debugger.

¥ Commonly used in one of two ways:

¥ Control the execution of a program, setting breakpoints, executing line-by-line, examining variables as 

needed.

¥ Examine a “core dump” (a core file) and determine the state of the program when the operating system 

terminated its execution.
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Debugging with gdb
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gdb Basics:

¥ Built-in documentation is very extensive. Try “help” at the gdb  prompt:

lectura-> gdb
GNU gdb Red Hat Linux (6.3.0.0-1.84rh)
Copyright 2004 Free Software Foundation, Inc.
(gdb) help
List of classes of commands:

aliases -- Aliases of other commands
breakpoints -- Making program stop at certain points
data -- Examining data
files -- Specifying and examining files
internals -- Maintenance commands
obscure -- Obscure features
running -- Running the program
stack -- Examining the stack
status -- Status inquiries
support -- Support facilities
tracepoints -- Tracing of program execution without stopping the program
user-defined -- User-defined commands

Type "help" followed by a class name for a list of commands in that class.
Type "help" followed by command name for full documentation.
Command name abbreviations are allowed if unambiguous.
(gdb) 

17

Type “help” followed by a class name for a 

list of commands for that class.

Type “help” followed by a command name 

for full documentation.

Command name abbreviations are allowed 

if unambiguous.
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gdb  Basics (continued):

¥ gdb  relies heavily on “debugging information” that by default is not included in an executable.

¥ The -g  option of gcc  directs gcc  to include debugging information in an executable:

gcc -g -Wall -o gdb-matrix gdb-matrix.c

¥ Can also be done via a MakeÞle file:

CFLAGS = -g -Wall

¥ Note that adding the -g  flag causes the executable to be somewhat larger:

lectura-> gcc -Wall gdb-matrix.c -o gdb-matrix      
lectura-> ls -l gdb-matrix
-rwx------  1 patrick dept 10238 Apr  6 16:11 gdb-matrix*

lectura-> gcc -Wall -g gdb-matrix.c -o gdb-matrix
lectura-> ls -l gdb-matrix
-rwx------  1 patrick dept 13862 Apr  6 16:11 gdb-matrix*
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gdb  Basics (continued):

¥ To run a program under gdb , specify the program’s executable on the gdb  command-line:

lectura-> gdb gdb-matrix
GNU gdb Red Hat Linux (6.3.0.0-1.84rh)
...
(gdb) 

¥ When gdb  starts up, it readies the target executable for execution, but does not start it running. The prompt 

indicates that gdb  is ready to proceed.

¥ The list command is used to display the source code associated with the executable. In the simple case, the 

source file (gdb-matrix.c here) is in the same directory as the executable (gdb-matrix):

(gdb) list 100
95            for ( r = 0; r < size; r++ )
96               for ( c = 0; c < size; c++ )
97                  sum += int_matrix[r][c];
98
99            if ( sum != size )
100              identity = 0;
101        }
102
103        if ( identity )
104           printf("The integer matrix is an identity matrix\n");
(gdb) 
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When a line number is used 

with list , the lines displayed 

are centered around the 

specified line number.
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gdb  Basics (continued):

¥ To see more of the program, you can press return, which will repeat the last command (list , in this case):
(gdb) 
105        else
106           printf("The integer matrix is not an identity matrix\n");
107
108
109        return;
110     } /* process_integer */
111
112
113     void
114     process_float()
(gdb) help list
List specified function or line.
With no argument, lists ten more lines after or around previous listing.
"list -" lists the ten lines before a previous ten-line listing.
One argument specifies a line, and ten lines are listed around that line.
Two arguments with comma between specify starting and ending lines to list.
Lines can be specified in these ways:
  LINENUM, to list around that line in current file,
  FILE:LINENUM, to list around that line in that file,
  FUNCTION, to list around beginning of that function,
  FILE:FUNCTION, to distinguish among like-named static functions.
  *ADDRESS, to list around the line containing that address.
With two args if one is empty it stands for ten lines away from the other arg.
(gdb) 
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The list command has several forms.
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gdb  Basics (continued):

¥ The run  command causes the target program to be executed:

(gdb) run -i
Starting program: /home/patrick/352/Cexamples/gdb-matrix -i

3
  3      2    330
-150   178   1926
 750   -83     99
The integer matrix is not an identity matrix

Program exited normally.

(gdb) 

¥ Values can be entered at the keyboard for standard input (numbers in bold above).

¥ Can use ctrl-D to indicate EOF on stdin .

¥ The phrase “Program exited normally.” means that the program exited with a status of 0.
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gdb Breakpoints:

¥ You can pause execution in gdb  at designated points using the break  command.

¥ If a function name is specified as the argument of break , the breakpoint is established at the first line of 

executable code in the function:
(gdb) break process_integer
Breakpoint 1 at 0x400820: file gdb-matrix.c, line 56.
(gdb) run -i
Starting program: /home/patrick/352/Cexamples/gdb-matrix -i

Breakpoint 1, process_integer () at gdb-matrix.c:56
56         if ( scanf("%d", &size) != 1 ) {
(gdb) l
51         int size;
52         int identity;
53         int sum;
54         int dummy;
55
56         if ( scanf("%d", &size) != 1 ) {
57            fprintf(stderr, "Failed to read size of matrix\n");
58            usage();
59         }
60

¥ Setting main  as the breakpoint, allows you to get control as soon as the program starts running.

¥ The continue  command will continue execution until the next break point (or until the program terminates).
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Can use abbreviations that are 

unambiguous, l  for list  here.
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gdb  Breakpoints (continued):

¥ The print  command will print contents of variables. (Continuing from the breakpoint at process_integer ):

(gdb) break process_integer
Breakpoint 1 at 0x400820: file gdb-matrix.c, line 56.
(gdb) run -i
Starting program: /home/patrick/352/Cexamples/gdb-matrix -i

Breakpoint 1, process_integer () at gdb-matrix.c:56
56         if ( scanf("%d", &size) != 1 ) {
(gdb) print size
$1 = 0
(gdb) next
4
61         if ( DEBUG && debugflag )
(gdb) print size
$2 = 4
(gdb) 

¥ The next  command will execute the next command, the if ( scanf(...   in this case.

¥ print  can be abbreviated as p.

¥ next  can be abbreviated as n.
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gdb steppinÕ along:

¥ The next  command can be used to single-step through a program:
(gdb) b process_integer
Breakpoint 1 at 0x400820: file gdb-matrix.c, line 56.
(gdb) r -i
Starting program: /home/patrick/352/Cexamples/gdb-matrix -i

Breakpoint 1, process_integer () at gdb-matrix.c:56
56         if ( scanf("%d", &size) != 1 ) {
(gdb) n
4
61         if ( DEBUG && debugflag )
(gdb) 
64         if ( size <= 0 || size > 100 ) {
(gdb) 
69         for ( r = 0; r < size; r++ )
(gdb) 
70            for ( c = 0; c < size; c++ )
(gdb) 
71               if ( scanf("%d", &int_matrix[r][c]) != 1 ) {
(gdb) 
1
70            for ( c = 0; c < size; c++ )
(gdb) p int_matrix[0][0]
$1 = 1
(gdb) p int_matrix[0]
$2 = {1, 0 <repeats 99 times>}
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gdb  steppin’ along (continued):

¥ The next  command can be used to single-step through a program:
(gdb) b main
Breakpoint 1 at 0x4006c7: file gdb-matrix.c, line 16.
(gdb) run -i
Starting program: /home/patrick/352/Cexamples/gdb-matrix -i
Breakpoint 1, main (argc=2, argv=0x7ffffff254c8) at gdb-matrix.c:16
16         int float_matrix = 0, integer_matrix = 0;
(gdb) n
18         if ( argc <= 1 )
(gdb) 
21         if ( strcmp(argv[1], "-d") == 0 ) {
(gdb) 
27         if ( argc != 2 )
(gdb) 
...
(gdb) 
39         else if ( integer_matrix )
(gdb) 
40            process_integer();
(gdb) 
3
1 0 0
0 1 0
0 0 1
The integer matrix is an identity matrix
42         return 0;
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The next  command “steps over” 

function calls.

The step  command “steps into” 

function calls.
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gdb where are we?

¥ Most useful command in gdb .

¥ The where command (or bt, for “back trace”) shows a trace of the stack:

lectura-> gdb gdb-words  
GNU gdb Red Hat Linux (6.3.0.0-1.84rh)
(gdb) break get_search_words
Breakpoint 1 at 0x400c68: file gdb-words.c, line 133.
(gdb) run -i one Two THREE foUR
Starting program: /home/patrick/352/Cexamples/gdb-words -i one Two THREE foUR

Breakpoint 1, get_search_words (argc=5, argv=0x7fffff89a5f0, 
    search=0x7fffff899d20) at gdb-words.c:133
133        for (i = 1; i < argc && i < 21; i++) {
(gdb) where
#0  get_search_words (argc=5, argv=0x7fffff89a5f0, search=0x7fffff899d20)
    at gdb-words.c:133
#1  0x0000000000400870 in main (argc=5, argv=0x7fffff89a5f0) at gdb-words.c:49
(gdb) p argv[0]
$1 = 0x7fffff89ab33 "-i"
(gdb) p argv[1]
$2 = 0x7fffff89ab36 "one"

¥ Extremely useful as a first step in tracking down “Segmentation fault”, “Memory fault”, and “Bus error” 

problems!

26

Why does argv[0]  have -i  here, instead of the name of 

the program?
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gdb breakpoints, setting and unsetting:

¥ Can set a breakpoint by using a line number. Can remove breakpoint(s) with the delete  command. Can see 

current breakpoints with the info  command.
(gdb) break process_integer
Breakpoint 1 at 0x400820: file gdb-matrix.c, line 56.
(gdb) b 71
Breakpoint 2 at 0x4008cb: file gdb-matrix.c, line 71.
(gdb) run -i
Starting program: /home/patrick/352/Cexamples/gdb-matrix -i
Breakpoint 1, process_integer () at gdb-matrix.c:56
56         if ( scanf("%d", &size) != 1 ) {
(gdb) continue
Continuing.
2
Breakpoint 2, process_integer () at gdb-matrix.c:71
71               if ( scanf("%d", &int_matrix[r][c]) != 1 ) {
...
(gdb) info break
Num Type           Disp Enb Address            What
1   breakpoint     keep y   0x0000000000400820 in process_integer
                                               at gdb-matrix.c:56
        breakpoint already hit 1 time
2   breakpoint     keep y   0x00000000004008cb in process_integer
                                               at gdb-matrix.c:71
        breakpoint already hit 2 times
(gdb) delete 1
(gdb) continue
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Working with core Þles:

¥ Several types of program errors cause UNIX to terminate execution of a process and create a core file.

¥ A core file is a snapshot of the memory space of the process.

¥ There is a bug (in a call to scanf) in gdb-matrix1.c:

lectura-> gdb-matrix1 -i < i-test01.txt
Memory fault
lectura-> ls -l core
-rw-------  1 patrick dept 129612 Nov 22 15:07 core

¥ Some of the errors that cause core files to be created:

¥ Segmentation fault or Memory fault is often caused by trying to access a memory location that is not in the 

address space of the process.

¥ Bus error is typically caused by trying to access an object with an improperly aligned address. (Example: a 

machine that requires int’s to be word-aligned on a four-byte boundary, and an address for an int that is not 

divisible by four).

¥ Illegal instruction is typically caused by a branch into data. Sometimes happens when the stack is 

overwritten (buffer overflow attacks use this technique).

¥ Arithmetic exception is typically caused by integer division by zero.
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Working with core files (continued):

¥ If an error such as a segmentation fault does not produce a core file, and you are in a directory where you have 

write permission, check your resource limits:

lectura-> ulimit -a
address space limit (kbytes)   (-M)  unlimited
core file size (blocks)        (-c)  0
cpu time (seconds)             (-t)  unlimited
data size (kbytes)             (-d)  unlimited
file size (blocks)             (-f)  unlimited
locks                          (-L)  unlimited
...

¥ If you see something other than unlimited for the core file, as above:

¥ Look for a limit  or ulimit  setting in your shell start-up files. An example:

limit coredumpsize 0

¥ Delete or comment that line, login again.

¥ Note: core files can be quite large is a process had acquired a lot of memory from the OS before the error 

occurred. Can happen with dynamically allocated memory, for example.
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Working with core files (continued):

¥ After an error, start gdb  with both the executable and the core file:

lectura-> gdb-matrix1 -i < i-test01.txt
Segmentation Fault(coredump)

lectura-> gdb gdb-matrix1 core         

Core was generated by `gdb-matrix1 -i'.

Program terminated with signal 11, Segmentation fault.

Reading symbols from /usr/lib/libc.so.1...done.

Loaded symbols for /lib/libc.so.1

Reading symbols from /usr/lib/libdl.so.1...done.

Loaded symbols for /lib/libdl.so.1

Reading symbols from /usr/platform/SUNW,Sun-Fire-280R/lib/libc_psr.so.1...done.

Loaded symbols for /usr/platform/SUNW,Sun-Fire-280R/lib/libc_psr.so.1

#0  0xff3109e8 in number () from /lib/libc.so.1

(gdb) where
#0  0xff3109e8 in number () from /lib/libc.so.1

#1  0xff310034 in __doscan_u () from /lib/libc.so.1

#2  0xff30f710 in _doscan () from /lib/libc.so.1

#3  0xff315874 in vscanf () from /lib/libc.so.1

#4  0xff31466c in scanf () from /lib/libc.so.1

#5  0x00010940 in process_integer () at gdb-matrix1.c:56

#6  0x00010904 in main (argc=2, argv=0xffbffd64) at gdb-matrix1.c:40

(gdb) 
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