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Abstract�Failure detection (FD) is an important issue for
supporting dependability in distributed healthcare systems to
guarantee continuous, safe, secure, and dependable operation,
and often is an important performance bottleneck in the event
of node failure. FD can be used to manage the health status
of communication for delivering telemedicine services, and then
to help distributed healthcare system reduce fatal accident rate
and increase the reliability and safety of systems. Ensuring
acceptable quality of service (QoS) is made dif�cult by the
relative unpredictability of the network environment.

In this paper, �rst, we compare QoS metrics of several
adaptive FDs, discuss their properties and their relation, and then
propose one optimization over the existing methods, called tuning
adaptive margin failure detector (TAM FD), which signi�cantly
improves QoS, especially in the aggressive range and when the
network is unstable. Second, we address the problem of most
adaptive schemes, namely their need for a large window of
samples. So we also analyze the impact of memory size on
the performance of FDs, and then prove that the presented
scheme is designed to use a �xed and very limited amount of
memory for the distributed system. Our experimental results over
several kinds of networks (Cluster, WiFi, LAN, Intercontinental
WAN) show that the properties of the existing adaptive failure
detectors, and demonstrate that the optimization is reasonable
and acceptable. Furthermore, the extensive experimental results
show what is the effect of memory size on the overall QoS of
each adaptive failure detector. For our TAM FD, the effect of
window size on their QoS is very small and can be negligible.

Index Terms�Adaptation, Comparative analysis, Dependabil-
ity, Failure detection, Healthcare, Quality-of-service.

I. INTRODUCTION

FAILURE detector (FD) is a building block for fault
tolerant computing in distributed healthcare systems to
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guarantee continuous, safe, secure, and dependable operation
[1, 2]. FD often can be used to manage the health status of
communication for delivering telemedicine services, and then
to help distributed healthcare system reduce fatal accident
rate and increase the reliability and safety of systems. The
asynchronous (i.e., no bound on the process execution speed or
message-passing delay) distributed systems make it impossible
to determine precisely whether a remote process has failed
or has just been very slow [3-6]. Thus, ensuring acceptable
quality of service (QoS) is made difficult by the relative
unpredictability of the network environment.

The design of dependable failure detectors is a hard task,
mainly because of the indefinable statistic behavior of commu-
nication delays. Failure detectors can be seen as one oracle per
process. An oracle provides a list of processes that it currently
suspects to have crashed. And the unreliable failure detector
[6] can make mistakes by erroneously suspecting correct
processes or trusting crashed processes. Many fault-tolerant
algorithms have been proposed [7-9] based on unreliable
failure detectors. It is utmost important to ensure acceptable
quality-of-service (QoS) of FD to properly tune its parameters
for the most desirable QoS to be provided, because the QoS
of FD greatly influences the QoS that upper layers may
provide. However, there are few papers about comparing and
implementing of these detectors [10].

A set of metrics have been proposed by Chen et al. in
[11] to quantify the QoS of a failure detector: how fast it
detects actual failures and how well it avoids false detections.
However, so far it has still been a very difficult problem to
ensure acceptable QoS due to the relative unpredictability of
the networking environment.

In order to improve the QoS of failure detector, a lot
of adaptive FDs have been proposed [12], such as Chen
FD [11], Bertier FD [13-14], and the � accrual FD [15].
In [11], Chen et al. proposed several implementations relying
on clock synchronization and a probabilistic behavior of
the system. The protocol uses arrival times sampled in the
recent past to compute an estimation of the arrival time
of the next heartbeat. The timeout is set according to this
estimation and a constant safety margin, and it is recomputed
for each interval. This technique provides a good estimation
for the next arrival time. Furthermore, this paper assumed
that the communication history was driven by uncorrelated
samples with an ergodic stationary behavior, and message
delays followed some probabilistic distribution. However, it
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uses a constant safety margin because the authors estimate that
the model presents a probabilistic behavior [13]. Therefore,
Bertier FD [13-14] provided an optimization of safety margin
for Chen FD. It used a different estimation function, which
combined Chen’s estimation with Jacobson’s estimation of
the round-trip time (RTT) [8]. Bertier FD performed as a
good aggressive failure detector [15], because this approach
was primarily designed to be used over local area networks
(LANs), that is, environments wherein messages are seldom
lost. The � accrual FD [15-16] proposed an approach based
on a probabilistic analysis of network traffic, it is similar as
in Chen FD, and it assumes that the inter-arrival time follows
a normal distribution. Furthermore, � FD computes a value �
with a scale that changes dynamically to match recent network
conditions. Differently from the others, this FD outputs a
suspicion level on a continuous scale, instead of binary nature
(suspect or trust). These above three FDs dynamically predict
new timeout values based on observed communication delays
to improve the performance of the protocols. The self-tuned
failure detectors proposed in [17-18] use the statistics of the
previously-observed communication delays to continuously
adjust its timeout. In other words, they assume a weak past
dependence on communication history. We can find all of them
use the memory to predict the future. Therefore, questions then
arise: What is the effect of memory size on the overall QoS of
adaptive failure detectors? And what is the difference in QoS
of different adaptive FDs?

To answer these questions, this paper compares the QoS
of several adaptive failure detectors, and then introduces an
optimization over Chen FD method, called tuning adaptive
margin failure detector (TAM FD). The experiment results
demonstrate that TAM FD significantly improves QoS, es-
pecially in the aggressive range and when the network is
unstable.

Furthermore, we evaluate the impact of memory size on
the overall QoS of FDs from two aspects in the experiments.
Firstly, we compare the performance of different FDs with a
certain window size; And then, we explore the performance of
FDs with different window sizes. It is very necessary to con-
sider the effect of window size on FDs because larger memory
size requires more valuable memory and CPU resources.

The remainder of the paper is organized as follows: Sec-
tion II defines the system model. In Section III, several existing
adaptive failure detection schemes and an optimization of
Chen FD are introduced. Section IV describes the FD QoS
metrics. In Section V, we conduct a lot of experiments under
different network conditions to evaluate the performance of
several adaptive approaches, and explore the impact of mem-
ory usage on the QoS of FDs. Section VI discusses many other
related approaches about FDs. Finally, we conclude our work
and discuss further work in Section VII.

II. SYSTEM MODEL AND DEFINITIONS

We consider a distributed system consisting of a finite
set of processes � = {p, q, r, ...}. A process may fail by
crashing, i.e., by prematurely halting, and a crashed process
does not recover. A process behaves correctly (i.e., according
to the specification) until it (possibly) crashes. By definition,

a correct process is a process that does not crash. A faulty
process is a process that is not correct.

Every pair of processes is assumed to be connected by
one unidirectional unreliable communication channel [19]. A
unreliable channel is defined as a communication channel:
there is no message creation, alteration and duplication, while
it is possible to lose some messages. Processes are completely
connected via unidirectional communication channels. For
example, a process p monitors another process q: p may send
a message to q, perform local computation, or crash; q may
receive a message from p, or perform local computation.

The inter-process communication model is based on mes-
sage exchanges over the UDP communication protocol. Here
we don’t consider the relative speed of processes. However,
we consider that processes have access to a local clock device
that can be used to measure the passage of time. Further, every
process has access to a failure detection service.

III. ADAPTIVE FAILURE DETECTORS

The goal of adaptive failure detectors is to adapt to changing
network conditions and application requirements. In general,
adaptive failure detectors are based on a heartbeat strategy.

A. Chen FD
Chen et al. [11] proposed an approach based on a probabilis-

tic analysis of network traffic. The protocol uses arrival times
sampled in the recent past to compute an estimation of the
arrival time of the next heartbeat. The timeout is set according
to this estimation and a safety margin, and recomputed for
each interval.

The algorithm is described as follows: The n most recent
heartbeat messages, denoted by m1, m2, ..., mn, are consid-
ered by each process q. A1, A2, ..., An are their actual receipt
times according to q’s local clock. When at least n messages
have been received, the theoretical arrival time EA(k+1) can
be estimated by:

EA(k+1) =
1
n

k�

i=k�n

(Ai � �i � i) + (k + 1)�i, (1)

where �i is the sending interval. The next timeout delay
(which expires at the next freshness point �(k+1)) is composed
of EA(k+1) and the constant safety margin �. One has

�(k+1) = � + EA(k+1). (2)

This technique provides a estimation for the next arrival
time based on a constant safety margin.

B. Bertier FD
Bertier et al. [13-14] estimated the safety margin dynami-

cally based on Jacobson’s estimation of the RTT [20]. It adapts
the safety margin each time it receives a message. Simply
speaking, the adaptation of the margin � is based on the
variable error in the last estimation. Parameter � represents
the importance of the new measure with respect to the previous
ones. The variable delay represents the estimate margin, and
var estimates the magnitude between errors. � and � is used
to adjust the variance var. Typical values �, � and � are 1,
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Initialization:
� : initial value;
WS: window size;
�t: sending interval;
tlast = 0; /*Last arrival time*/
/*sliding window saves the recent sampled delay*/

Win delay[ ] = �; /*empty sliding window for
delay*/
suspectlist[ ] = �; /*empty suspect list*/

Process p (Sender):
For all i � 1, at time (i • �t)

- Send heartbeat HTi to q;
Process q (Receiver):
Task 1:

If p �	 suspectlist, and q didn’t receive message during
the last � ticks of q’s clock

- Add p to suspectlist; /*Suspect p*/;
Task 2:

Upon receiving heartbeat HTj from p
- If p 	 suspectlist

- Remove p from suspectlist;
- � = � + 1;

- tcrt = clock( ); /*Get the current time*/
/*Compute the delay from sending to receiving*/

- dj = tcrt � (j � 1) • �t; /*j: sequence number*/
- Win delay[ ] 
 dj ; /*save the sampled delay*/

/* fldj : average delay*/
- fldj = 1

W S •
�j

i=j�W S+1 Win delay[i];
- EAj+1 = j • �t + fldj ; /*EAj : next arrival time*/

/* �dj+1: predictive delay*/
- �dj+1 = � • �dj + (1 � �) • dj ;

/*Compute timeout based on network variation*/
- �j+1 = EAj+1 + � • (| �dj+1 � fldj | +
);
- tlast = tcrt;

Fig. 2. Implementation of TAM FD.

IV. FAILURE DETECTION QOS METRICS

To evaluate the QoS of the adaptive FDs quantitatively, we
use three main QoS metrics (i.e., detection time, mistake rate,
and query accuracy probability) that are independent [11]. The
first metric measures the impact of the model on the speed
of the FD, and the other two metrics measure the impact
on its accuracy. In detail, considering two processes p and
q where q monitors p, the QoS of the FD at q (called fdq)
can be determined from its transitions between the “trust” and
“suspect” states with respect to p (see Figure 3).

Detection Time (TD): This is a random variable that
represents the length of a period from the time when p starts
crashing to the time when q starts suspecting p permanently
by fdq .

Mistake Rate (MR) This is a random variable that repre-
sents the number of mistakes that failure detector makes in
a unit time, i.e,. it represents how frequent failure detector
makes mistakes.

up

down

suspect

trust

MT

MRT

DT

p

qfd

Fig. 3. Basic Metrics for the QoS evaluation of an FD [11].

Query Accuracy Probability (QAP) This is a probability
that, when queried at a random time, the FD at q indicates
correctly that process p is up [11].

Failure Detection QoS De�nition Based on [23], a partic-
ular FD performance is defined in terms of its completeness
and accuracy properties, and the QoS provided by each of its
constituent failure detection modules is a tuple [23]:

QoS = (TD, MR, QAP ).

The QoS quantifies how fast a detector suspects a failure and
how well it avoids false detection.

V. PERFORMANCE EVALUATION
In this section, we evaluate and comparatively analyze the

performance of adaptive FDs by a number of experiments. The
experiments are carried out with two computers. One sends
heartbeat message periodically (process p), and the other is
used to record the arrival time of every heartbeat (process
q). Using the traceroute and ping commands, we can observe
that most of the traffic was actually routed without network
breaking down. And we can use the ping command to check
the RTT. All heartbeats are transmitted using UDP. In addition,
we found that the average CPU load was nearly constant
during the experiments, and load was also below the full
capacity of the two computers.

All the failure detectors are compared with the same exper-
iment condition: the same network model, the same heartbeat
traffic, and the same experiment parameters (sending interval,
sliding window size, and communication delay, etc.).

In every experiment, we have logged heartbeat sending
and arriving time into some log files. Then the transfer log
files can be used to compute the statistics mentioned above.
Furthermore, we replayed the receiving times logged for
each different FD scheme and every different value of the
parameters. Thus, the four FD schemes have the exactly same
scenarios, so it is a fair comparison.

In our experiments, each FD scheme uses a sliding window
to save past samples to compute their estimations. Unless
stated otherwise, the FDs use the same window size (WS =
1, 000). The small window size is useful to save memory and
CPU resources. Thus, it expands the scope of applicability of
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helpful suggestions for improving the overall quality of this
paper.

APPENDIX A
PROOF OF THEOREM 1

A failure detector of class �P , must verify the two prop-
erties represented by the Theorem 2 and Theorem 3.

Theorem 2 Strong Completeness. Eventually every process
that crashes is permanently suspected by every correct pro-
cess.

�t0, �t � t0, �p 	 correct(t), �q 	 crashed,

q 	 suspectedp(t).

Theorem 3 Eventually strong accuracy. There is a time
after which a correct process is no longer suspected by any
correct process.

�tbound, �t � tbound, �p, q 	 correct(t),

q �	 suspectp(t).

Strong Completeness
That is there is a time tmute after which no correct process

q receives heartbeat messages from the crashed process p, and
there is a time ttimeoutk after which all correct processes q
permanently suspect p.

Lemma 1. If process p crashed at tcrash, then there is a
time tmute after which process q stops receiving messages
from p.

tmute � tcrash + �msg.

where �msg means the maximum time after GST, between
the sending of a message and the delivery and processing by
its destination process, assuming that the destination process
has not failed.

Proof: All the time instants considered in the rest of this
section are assumed to be after GST. We also assume that, at
these instants, all the messages sent before GST have already
been delivered and processed. These assumptions allow us to
consider in the rest of the section, that the unknown bounds
on process speeds and on message transmission times hold.

�tGST : �mk|tsk � tGST : (trk) � tsk < �msg

where tsk is the time when p sends mk and trk is the time
when q receives mk.

Suppose a process p crashed at tcrash. Then p stops sending
heartbeat messages.

� �mk | tsk � tcrash

The process q cannot receive message k from process p after
trk+�msg . Hence process q cannot receive any message from
process p after trk + �msg .

Lemma 2 For any sequence of k messages received by
process q from p, there is a time �k after which process q
starts suspecting process p if it does not receive any message
from p.

From Task 2, when the process q receives a message mk�1
from process p, process q calculates a new �k after which

process q starts suspecting process p. We must prove that the
�k is always bounded. The �k is calculated as follows (Task
2):

�k = EAk + � • (| �dk � fldk�1 | +
)

For this algorithm, if some process (p) crashed at time tcrash,
then the other processes (q) cannot receive any heartbeat from
it. And p will be added into the suspectlist (Task 2 in Figure 2)
and will never be removed from the list after tcrash. Therefore,
p is permanently suspected by every correct process.

In Task 2, if k > WS, EAk is equivalent at:

EAk =
1

WS
(

k�

i=k�W S�1

tri � �i � i) + k�i

from our model

EAk <
1

WS
(

k�

i=k�W S�1

tsi + �msg � �i � i) + k�i

as tsi = ts(i�1) + �msg + k�i, then

EAk < ts0 + �msg + k�i. (12)

Partial result 1 The expected arrival time of the mk
message is bounded by:

tsk < EAk � tsk + �msg

In Task 2, the safety margin SM is obtained:

�dk+1 = � • �dk + (1 � �) • dk

SM = � • (| �dk+1 � fldk | +
).

i.e.,

SM = �(| � • �dk + (1 � �) • dk � fldk | +
). (13)

From partially synchronous system, one has

0 < dk = trk � tsk < �msg (14)

0 � fldk =
1

WS
•

k�

i=k�W S�1

di < �msg (15)

�dk+1 = � �dk + (1 � �)dk

By recursion property of equation (1), one gets

�dk+1 = �(� �dk�1 + (1 � �)dk�1) + (1 � �)dk

= �2 �dk�1 + �(1 � �)dk�1 + (1 � �)dk

...

= �k+1 �d0 + �k(1 � �)d0

+�k�1(1 � �)d1 + ... + (1 � �)dk.

(16)

Because d0 = �d0 = 0, so
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�dk+1 = �k�1(1 � �)d1 + �k�2(1 � �)d2 + ... + (1 � �)dk

= (1 � �)
k�

i=1

�k�idi.

(17)
Therefore, using the same methods, we get

�dk = (1 � �)
k�1�

i=1

�k�idi. (18)

Because 0 � di < �msg , therefore

0 � �dk < �(1 � �k�2) (19)

From inequalities (14), (15) and (19), we get

0 � SM < � •max(�msg, �2(1��k�2)+ (1���msg)+ 
)
(20)

In partial result 1, we show that the expected arrival date
for any message mk is bounded, and in following Lemma 2,
the safety margin SM is bounded. All components of �k are
bounded, so we can deduce �k is bounded. If for each message
mk�1 received from process p, process q activates a bounded
timeout, then there is a time after which q suspects p, if it
receives no new message from p. Then strong completeness
is proved.

Eventually strong accuracy
Theorem 3 is verified if the �k of process q is large enough

to avoid the situation where process q wrongly suspects
process p.

Lemma 2. Every time q times out and p is correct, then � is
increased. There is a time tbound where safety margin SM =
�(| �dk+1 � dk | +
) is large enough to avoid false detection,
and SM stops increasing. When SM becomes higher than
�msg , then no false detection can occur.

�tbound, �t � tbound, SM(t) � �msg , and

SM(t) = SM(t + 1).

Lemma 3. There is a time after which �k is greater than
(tsk + �msg).

�tbound, �t � tbound, �k � tsk + �msg

Proof : From Lemma 1, 2 and 3, we can say that

�mk, tsk < EAk.

With � increased, there is a time tbound, after which
SM(t) � �msg . Therefore, we can conclude that

�tbound, �t > tbound, �k > tsk + �msg.

Theorem 3 is verified because if �k is larger than (tsk +�msg)
then process p cannot be considered by process q as having
failed.
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