Construction of Anti-Collusion Codes Based on Cover-Free Families
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Abstract

Digital fingerprinting is a technique for identifying users
who use multimedia content for unintended purpose, such
as redistribution. In order to characterize the fingerprints
that can withstand collusion attack, Dittmann et. al pro-
posed the definition of Anti-Collusion Codes (ACCs). In
this paper, we present a new approach to construct anti-
collusion codes based on cover-free families. All the pre-
vious constructions of ACCs are special cases of our con-
struction. Especially, we can construct ACCs by using
error-correcting codes. Collusion resistance comparison
of different schemes show that our scheme is more efficient
than previous ACCs. Some related problems on this subject
are proposed.

1 Introduction

With the advancement of multimedia technologies, cou-
pled with the development of an infrastructure of ubiqui-
tous broadband communication networks, a large amount
of multimedia contents, such as image, video, audio and
speech, will be available in digital marketplace. How-
ever, such an advantage also poses the challenge of insuring
that content is appropriately used. Devising techniques for
copyright protection of digital contents have been an impor-
tant issue.
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As one of the prominent solutions, digital fingerprint-
ing is used to trace the consumers who use their content
for unintended purposes. These fingerprints can be embed-
ded in multimedia content through a variety of watermark-
ing techniques. Conventional watermarking techniques are
concerned with the robustness against a variety of attacks,
such as filtering but do not always address robustness to at-
tacks mounted by a coalition of users with the same con-
tent that contains different marks. These attacks, which
are known as collusion attacks, can provide a cost-effective
approach to remove an identifying watermark. One of the
simplest approaches to perform a collusion attack on multi-
media is to average multiple copies of the content together.
By gathering enough coalition of colluders, it is possible to
sufficiently attenuate each of the colluders’ identifying fin-
gerprints.

W. Trappe et al.[1] proposed AND Anti-Collusion Codes
(AND-ACC) and devised collusion secure codes against the
averaging attack by using bit complement of the incident
matrices of Balanced Incomplete Block Designs (BIBD). A
similar idea was proposed in [2], by J. Dittmann et al. [2]
and by Yagi et al. [3] in using finite projective geometries
to construct AND-ACC codes. Recently, I. Kang et al. [4]
gave a construction of AND-ACC using group-divisible de-
sign.

In this paper, we propose a new class of AND-ACC
based on cover free families. All the previous construc-
tions of AND-ACCs are special cases of our construction.
Especially, we can construct AND-ACC by using error-
correcting codes.

The paper is organized as follows: in section 2, we in-
troduce the fingerprint model we adopted. Section 3 is our
main result. In this section, we introduce the AND-ACC



based on cover free families. In section 4, we show some
applications of our main results. Finally, we present con-
clusions in Section 5.

2 Fingerprinting Model

Let us consider additive embedding, where a watermark
signal is added to a host signal. Suppose that the host signal
is a vector denoted as x and we have a family of watermarks
{w;} that are fingerprints associated with different users
who purchase the rights to access x. Before the watermarks
are added to the host signal, every component of each w;
is scaled by an appropriate factor, i.e., s;(I) = a(l)w;(1),
where we refer to the [-th component of a vector w; by
w; (7). One possibility for () is to use the Just-Noticeable-
Difference(JND) from human visual system models. Cor-
responding to each user is a marked version of the content
y; = X+ s;. The content may experience additional dis-
tortion before it is tested for the presence of the watermark
s;. We represent this additional distortion by z. There are
therefore two possible sources of interference hindering the
detection of the watermark: the underlying host signal x
and the distortion z. For simplicity of notation, we gather
both of these possible distortions into a single term denoted
by d. A test content y that originates from user j can thus
be modeled by

y=s;+d. (1)

The fingerprints w; are often chosen to be orthogonal noise-
like signals directly or are represented using a basis of v
orthogonal noise-like signals u; via

W = Zbijui (2)
i=1

where b;; € {0,1} (On-Off Keying (OOK)) or b;; € {£1}
(antipodal form).

We may regard the assignment of the bit b;; for differ-
ent fingerprints as a matrix B = (b;;), which is called the
derived code matrix, Each column of B contains a derived
codevector for a different user. In the following section, we
will design a code matrix C' whose elements are either 0 or
1. By applying a suitable mapping that depends on whether
the OOK or antipodal form of the code modulation is used,
the code matrix C is used to derive the matrix B that is used
in forming fingerprinting signals.

The purpose is to design codes using the binary symbols
{0,1}. According to the description of the above paragraph,
the designed codes should satisfy that when k or fewer users
collude, we can identify the colluders.

Definition 1. let G = {0,1}. A code C =
{c1,¢a,- -+ ,c,} of vectors belonging to GV is called a k-
resilient AND anti-collusion code (AND-ACC) when any

subset of k or fewer code-vectors combined element-wise
under AND is distinct from the element-wise AND of any
other subset of k or fewer code-vectors.

We prefer shorter codes since embedding longer finger-
prints would distribute energy over more basis vectors.

W. Trappe et. al. have also constructed a class of AND-
ACC based on the bitwise complement of adjacent matrix
of balanced incomplete block design (BIBD) The definition
of BIBD is as follows.

Definition 2. A (v, k, \) Balanced Incomplete Block De-
sign (BIBD) is a pair (X, .A), where A is a collection of k-
element subsets (block) of a v-element of X, such that each
pair of elements of X occur together in exactly A blocks.

For a complete comprehensive survey of BIBD, read-
ers is referred to [5]. A (v,k, A\)-BIBD has a total of
n = Mv? — v)/(k® — k) blocks. Corresponding to a block
design is a v x n incident matrix M = (m;;) defined by

~_ ] 1, if the ith element belongs to the jth block,
i3 =10, otherwise.

If we define the codematrix C' as the bit-complement of
M and assign the codevectors c; as the columns of C. W.
Trappe et al. proved the following

Theorem 1. Let (X, A) be a (v, k,1)—BIBD and M the
corresponding incidence matrix. If the codevectors are as-
signed as the bit complement of the columns of M, then the
resulting scheme is a (k — 1)—resilient AND-ACC.

3 ACCs based on cover free families

A set system (X, F') with n elements and N blocks is
called a r-cover free family (or r-CFF(n, N')) provided that,
for any r blocks A1, Ag, -+, A, € F and any other block
By € F, we have

By & U, A;.

Cover-free families were considered from different sub-
jects, such as information theory, combinatorics and group
testing. In 1964, cover-free families were first introduced by
Kautz and Singleton. These codes may be used for retrieval
files, data communication and magnetic memories. After
that, some researchers conducted research in this area. We
refer to [6] for a complete survey on this subject. In the
following, we propose a new class of AND-ACC based on
cover free families.

Theorem 2. (X, F) is a r—cover free family and M is
the corresponding incidence matrix. If the code-vectors are
assigned as the bit complement of the columns of M, then
the resulting scheme is a r-resilient AND-ACC.

Proof. Let Ay, As, -+, A, be the blocks of a r— cover
free family and M be its incidence matrix. C be the bit
complement of M. We want to prove that any subset of k



or fewer code-vectors combined element-wise under AND
is distinct from the element wise AND of any other subset
of k or fewer code-vectors. Let I, J be any two subset of
{1,2,---r}with [I| =tand |J| = k1 < t,k <r,IN
J = ¢. We want to prove that N;cr A and ijJAJC’ are
distinct. By De Morgan’s law, this corresponds to prove that
UierA; and Ujec s A; are distinct. Assume to the contrary
that ;e Ai = U, Aj- 1t follows that for any i € I we
have A; C |J;c; A;, which contradicts to the concept of
cover-free families.

For applications, researchers tried to find efficient con-
structions of cover-free families. Three basic methods were
used to construct CFF: packing design, separating hash
families and the methods from coding theory. As an appli-
cation of our main result, we have the following construc-
tion of AND-ACC based on packing designs:

Definition 3. At — (v, k, 1) packing design is an ordered
pair (V, B), where V is a v-element set and 3 is a collection
of k-subsets of V' (called blocks) such that every ¢-subset of
V occurs in at most one block of B.

The maximum number of blocks D(v, k,t) in any ¢t —
(v, k,1) packing designs is called packing number. The
packing problem is mainly to determine the packing number
D(v, k,t). The results of D(v, k,2),3 < k <5, D(v,4,3)
are stated in [5].

In [6], the authors proved the following:

Theorem 3. If there exists a t — (v, k, 1) packing de-
sign having b blocks, then there exists a r—CFF, where
r=[(k—1)/(t-1)].

By Theorem 1 and Theorem 2, we have the following
corollary 1, which is the main result of [3].

Corollary 1. If there exists a ¢t-(v, k, 1) packing design
with b blocks, then there exists a r resilient AND-ACC with
code length v and b codewords, where r = | (k—1)/(t—1)].

In [7], the authors used orthogonal arrays to construct
packing designs. An orthogonal array OA(t, k, s) is k x st
array, with entries from a set of s > 2 symbols, such that in
any ¢ rows, every ¢t x 1 column vector appears exactly once.

Suppose a column in an OA(t, k, s) is {s1, S2, - , Sk }-
Define a block as {(s1,1),(s2,2), -, (sk, k)} accord-
ingly. In this way, a t-(ks, k, 1) packing design can be ob-
tained from an OA(t, k, s)

It is well known [5] that if ¢ is a prime power and ¢ < g,
then there exists an OA(t,q + 1,¢), and hence a t-(¢*> +
q,q + 1,1) packing design with ¢* blocks exists. Therefore
we have the following:

Corollary 2. For any prime power ¢ and integer ¢t < ¢,
there exists a Lﬁj -resilient AND-ACC with code length
¢* + ¢ and ¢* codewords.

Since BIBD and the construction in [3] are special class
of packing design, so our construction contains their con-
struction.

Using separating hash families, the author proved [6]

that for any positive integer r, there exists an explicit con-
struction for an infinite class of -CFF with n elements and
(O(n)9(m+1)) blocks. So we have

Corollary 3. For any positive integers r, there exists a r-
resilient AND-ACC with code length n and (O(n)!9("+1)
codewords.

Suppose C is an (n, N, ¢) code on an alphabet set () with
q elements. Define X = {1,2,---,n} x @Q, and for each
codeword ¢ = (c¢1,¢2, - ,¢y), define an n-subset of X as
B. ={(i,¢;) : 1 <i < n}. Finally, define B ={B.: c €
C'}. In [8], the authors proved the following:

Theorem 5. Suppose that C'is an (n, N, ¢)—code having
minimum distance d. Then there is a r-CFF(ng; N), where
r=|22h).

Using shorten Reed-Solomon codes in [8], we have:

Corollary 4. Suppose q,r and d are given, with ¢ a
prime power. Then there exists an r-resilient AND-ACC
with code length (¢ + 1 — s)q and the number of codewords
is gl (atr—d=s)/r],

We give a concrete construction of AND-ACC based on
coding theory.

Example 1. Let g = 4,n = 3 and k = 2. The polynomial
¢ = 22 + = + 1 is primitive for F; over F,. If w is a root
of this polynomial, we have Fy = {0,1,w,w?}. A 4-ary
[3, 2, 2] Reed-Solomon code ¢ has generator polynomial
of degree 1. Let us take g(x) = x — w. The code is then
expressed as ¢ = {p(z)(z — w)|deg(p(x)) < 1}.

It can be verified that the 16 codewords in ¢ are

000, w10, w?w0,  1w?0, Owl, Ow?w,
0lw?, ww?l w201, 111, www, w?lw,
10w, www?, w2w2w2 lww?
Let
(1,0)—1 (2,00—5 (3,00—9 (1,1) — 2
(2,1)—6 (3,1)—10 (lw)—3 (2,w)—7
Byw)—11 (Lw?)—4 (2,w?) =8 (3,w?) 12
Then
B; ={1,5,9} By ={3,6,9} Bs ={4,7,9}
B, ={2,8,9} B;=1{1,7,10} Bg=1{1,8,11}

Br ={1,6,12} Bs={(3,8,10} By ={4,5,10}
Bio = {2,6,10} By, = {3,7,11} By, = {4,6,11}
B3 ={2,5,11} By ={3,7,12}
Bis = {4,8,12} Biyg = {2,7,12}

The above is a [(3 — 1)/(3 — 2)] = 2—CFFE. Corre-
sponding to a block design is the 12 x 16 incident ma-
trix M = (m;;). Define the codematrix C' as the bit-
complement of M, then we obtain the required codematrix.

4 Analysis and Comparison

From section 4, we can construct some new classes
of ACCs based on packing designs, orthogonal arrays,



separating hash families and codings. Let fro(p) =

(m—i+1)s (m—i41)s
m—p)s T P -1 _ Iz —1
p( 2 i=1 plr—iFDs_1° fPG(,“) = Hi:o plA—iTs 1

and P(k,v) = |v[(v—-1)/(k—=1)|/k] = J(k,v) In the
following table, we list some of the parameters of the known
ACCs.

Type Elements Blocks Resilience
BIBD v v (k—1)
EG(m’ ps) pms fEG (/L) ps —
PG(m, p°) % o (1) °
Packing v P(k,v,1) (k—1)
SHF n O(nlog(r+1)) r
codes (q+1—s)q | ¢llatr=—d=s)/7] ,

Table 1. parameter of the known AND-ACC.

A useful metric for evaluating the efficiency of an ACCs
for a given collusion resistance r is 3 = n/v, where n de-
noted the number of users, and v is the code length. The
parameter 3 = n/v describes the amount of users that can
be accomodated per basis vector. ACCs with a higher (3
are better. The following is a efficiency comparison be-
tween the ACCs based on codes and the ACCs based on
BIBD. For BIBD, we have k — 1 = r,and 8 = n/v =
(v —1)/(k?* — k). For ACCs based on Codes, we choose
s = 0, then the length of the codes is v = ¢(q + 1). Solv-
ing this equation, we have ¢ = (—1 + /1 +4v)/2. So
n = ((—=1+y1+40)/2)(((=1+/1 + 4v)/2)+r) /r) and
B=mn/v=_(=14+IT+40)/2)((—-1+1+4v)/2)+
r)/r)/v. In figure 1, we give the difference of the 3 value
of ACCs based on codes and the  value of ACCs based
on BIBD. From the figure, we can see that the difference is
larger than 0. With the increasing of v and 7, the difference
becomes larger.

5 Conclusion

In this paper, we present a new approach to construct
ACC based on cover free families. As the applications of
our main results, we give three ways to construct ACC, that
is, using packing designs, separating hash families and cod-
ing theory. We also give a parameter comparison of all the
methods. From our results, we can get low bounds on the
maximum number of codewords of ACC with a fixed code
length. It is an interesting problem to characterize ACC us-
ing combinatorial theory. Realizing that secure frameproof
codes and traceability schemes also have tight connection
with cover-free families, and it is interesting to study the
connection of ACC and all these codes.
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Figure 1. Difference of the number of ACCs
based on codes and packing designs
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